


A Qubes != Linu;










We really need secure CLIENT systems

A Client systems are our Eyes, Ears, and Fingers!

A Nothing works when the client  system iscompromised
A Crypto
A (2-factor) authentication

A VDIthin t er mi nals (0secure cloudd not secur e)






Problems with current (desktop) systems

A Attacks coming through (exploited) apps (Web browser, PDF readers, etc )

A Attacks coming from (malicious) apps (Spyware, Backdoors, etc )

A Attacks coming through (compromised) USB devices

A Attacks coming through networking stacks (DHCP client, WiFidriver/stacks)

A Attacks coming through (malformed) FS/Volume Metadata (USB Storage, CDs)

A Lack of GUI isolation (sniffing content & clipboard, sniffing & spoofing keystrokes)









Monolithic kernel is bad for security

A WIiFi& NIC & BT drivers & stacks

A USB drivers & stacks

A Filesystem modules & other volume processing code

A All the various APIs (e.g. debug, VFS, sockets API, etc )
A Why should all these be part of TCB?






Monolithism beyond kernel

A GUI server (Xorg)

A Various system services
A Network Manager and other D  -Bus endpoints
A udev services (e.g. block device mounting)
A CUPS, desktop indexing, etc
A Not only root considered as 0 T C B dserfdatagpomnt of view
Ae. g. -be sXorg nota bigdeal, really



