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Qubes OS

ÅA reasonably secure desktop OS

ÅSecurity by Compartmentalization

ÅQubes != Hypervisor/VMM (Qubes is a user of a VMM, presently Xen)

ÅQubes != Linux Distro



WHY?



Because we need secure client systems

desktop
laptop

tablet

phone



We really need secure CLIENT systems

ÅClient systems are our Eyes, Ears, and Fingers!

ÅNothing works when the client system is compromised

Å Crypto

Å (2-factor) authentication

Å VDI/thin terminals (òsecure cloudó not secure)



Present client systems are... insecure



Problems with current (desktop) systems

ÅAttacks coming through (exploited) apps (Web browser, PDF readers, etc )

ÅAttacks coming from (malicious) apps (Spyware, Backdoors, etc )

ÅAttacks coming through (compromised) USB devices

ÅAttacks coming through networking stacks (DHCP client, WiFi driver/stacks) 

ÅAttacks coming through (malformed) FS/Volume Metadata (USB Storage, CDs)

ÅLack of GUI isolation (sniffing content & clipboard, sniffing & spoofing keystrokes)



Desktop systems != server systems



Monolithic systems are hard to secure

(especially desktop systems!)



Monolithic kernel is bad for security

ÅWiFi & NIC & BT drivers & stacks

ÅUSB drivers & stacks

ÅFilesystem modules & other volume processing code

ÅAll the various APIs (e.g. debug, VFS, sockets API, etc )

ÅWhy should all these be part of TCB?



òMonolithicóis not only about the kernel... 



Monolithism beyond kernel

ÅGUI server (Xorg)

ÅVarious system services

Å Network Manager and other D -Bus endpoints

Å udev services (e.g. block device mounting)

Å CUPS, desktop indexing, etc

ÅNot only root considered as òTCBó from user-data point of view

Åe.g. òroot-lessó Xorg not a big deal, really


